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<!DOCTYPE html>
<?php 
if(!isset($_POST['searchstring'])){
  die('Invalid request');
}

$dbhost="localhost";
$dbuser = "root";
$dbpass = null;
$dbname = "tinycve";

$conn = mysqli_connect($dbhost, $dbuser, $dbpass);

if (!$conn) {
  die("Connection failed: " . mysqli_connect_error());
}

$res = mysqli_select_db($conn, $dbname);
if(!$res){
  die('Corrupted database: ' . mysqli_error($conn));
}

function getPlatform() {
  if(!isset($_SERVER['HTTP_USER_AGENT']))
    return "(unspecified)";
  $str = $_SERVER['HTTP_USER_AGENT'];
  $str = substr($str, strpos($str, "(")+1, -1);
  $str = substr($str, 0, strpos($str, ";"));
  return $str;
}
?>

<html>
<body>

<h1>Results for "<?php echo htmlspecialchars($_POST['searchstring']);?>":</h1>

<?php
// Retrieving results basing on search string.
$query="SELECT id, descr FROM vulns WHERE descr LIKE '%" . 
mysqli_escape_string($conn, $_POST['searchstring']) . "%';";
$res = mysqli_query($conn, $query);
if(!$res) {
  die('Invalid query: ' . mysqli_error($conn));
}
?>

<?php
// Displaying the results.
if(mysqli_num_rows($res) === 0) {
  echo "(no result)";
}
else {
  echo "<div><table><thead>\n";
  echo "<tr><th scope=\"col\">Vuln ID</th><th scope=\"col\">Vuln 
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description</th></tr>\n";
  echo "</thead>\n";
  echo "<tbody>\n";

  while ($row = mysqli_fetch_assoc($res)) {
    echo "<tr><div class=\"row\">\n";
    echo "<td>".$row['id']."</td>\n";
    echo "<td>".$row['descr']."</td>\n";
    echo "</div></tr>\n";
  }
  echo "</tbody></table></div>\n";
  mysqli_free_result($res);
}
?>

<?php
// Retrieving other results basing on platform.
$query="SELECT id, descr FROM vulns WHERE platform = '" . getPlatform() . "';";
$res = mysqli_query($conn, $query);
if(!$res) {
  die('Invalid query: ' . mysqli_error($conn));
}
if(mysqli_num_rows($res) !== 0) {
  // Displaying the results.
  echo "<h1>You may interested also in these vulns regarding your 

platform:</h1>\n";
  echo "<div><table><thead>\n";
  echo "<tr><th scope=\"col\">Vuln ID</th><th scope=\"col\">Vuln 

description</th></tr>\n";
  echo "</thead>\n";
  echo "<tbody>\n";

  while ($row = mysqli_fetch_assoc($res)) {
    echo "<tr><div class=\"row\">\n";
    echo "<td>".$row['id']."</td>\n";
    echo "<td>".$row['descr']."</td>\n";
    echo "</div></tr>\n";
  }
  echo "</tbody></table></div>\n";
  mysqli_free_result($res);
}
?>

</body>
</html> 

<?php
mysqli_close($conn);
?>
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